
How to build  
safer smart cities
3 steps to improving safety and 
resilience with 3D technology & 
scenario planning



Using data to make 
your city safer & more 
resilient 
Using data to make your city safer seems like an obvious choice,  
but this is easier said than done. When it comes to managing safety,  
3D modelling can be invaluable as it allows you to build a digital twin  
and assess different scenarios. Let us look at how cities can use this  
type of technology to significantly improve safety.
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There are many developments in the 
field of smart cities and collaborative 

data projects can actually put this  
to practical use. 

Bart Beers
CTO at Cyclomedia
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Your city is always at risk
When it comes to a city’s safety, there are a multitude of threats, 
which can be environmental, logistical, criminal, or structural.  
All come with unique challenges. All can be mitigated or even 
prevented with effective planning.

To manage safety within cities, local authorities and the relevant 
services need access to data that can assist them in a variety of 
scenarios, including the three different ones detailed below.

Crisis management
Crisis management comes into play when a potential hazard 
suddenly arises. For an incident to be a crisis, it needs to be an 
unexpected threat that puts pressure on you to act and resolve 
it quickly. These crises can be smaller or larger-scale events, but 
when a crisis turns into a catastrophe, disaster management is 
the more appropriate response. This is a reactive approach to 
your city’s safety, with you tackling issues as they arise.
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Public safety management
Public safety management is to carry responsibility for the  
resources and services which keep your community safe and  
secure from day to day. Your city’s inhabitants rely on these  
resources and services, and you are expected to keep them  
in working order, easily accessible, and sufficient.

This is a proactive approach to your city’s safety, with you  
ensuring hazards are nipped in the bud or prevented altogether. 
To accomplish this, it is important to have the right systems, 
data, resources, and protocols in place.

Disaster management
Disaster management is needed during large-scale humanitarian 
crises, such as widespread fires or hurricanes. Organizing and 
managing the resources required to deal with a disaster is no 
small task. Preparedness, response, and recovery all come into 
play. How can you predict when which disaster will strike, and 
what can you do beforehand to ensure you are not caught off-
guard? During the disaster, how can you best rescue and take 
care of victims and lessen the damage? And how do you aid and 
promote recovery afterwards?

Disaster management requires a twofold approach, both reactive 
and proactive: how do you act when catastrophe strikes, and 
how do you ensure it will not happen again (or will have a lesser 
impact next time)?



3 steps to building safer  
& more resilient cities 

Step 1:  
Use 3D technology & 
data to identify risks

Step 2:  
Deliver safety  

solutions based on 
data-driven insights

Step 3:  
Learn from past  
experiences to  

support better safety 
outcomes

1 2 3
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Step 1: Use 3D technology  
& data to identify risks

Safety challenges within cities are not new, but thanks to innovative technologies the 
solutions and strategies you can use to tackle them are. 

To effectively plan for any safety scenario, using visual data to create a digital twin of a 
city can help to pre-empt and handle incidents. Drawing on previous crisis management 
experience, with scenario modelling you can develop large-scale systematic visualizations 
of the city and the potential outcomes to safety incidents of any type. 

Gathering various kinds of data to create environmental insights that are as complete as 
possible and using live data such as video and audio is a vital part of safety planning. 

With the help of a multi-sensor network that consists of acoustic and visual cameras,  
data can be streamed and analysed for the early detection of a wide range of abnormal 
activities such as gunshots and public unrest.

Processing all these data results in a detailed and highly usable virtual representation  
of an urban environment that can be applied in a multitude of scenarios and for a variety 
of purposes.
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Use case: PS-CRIMSON 
Cyclomedia is proud to have been a part of the PS-CRIMSON  
project (Public Safety and Crisis Management Service Orchestra-
tion). This project delivered an integrated, digital 3D model and 
information platform. The tool facilitated information collection, 
sharing, visualization, management, analysis and dissemina-
tion from diverse public and private urban infrastructures and 
resources. 

PS-CRIMSON was created to support cities in making better  
decisions during the initial phase of a dangerous situation and 
has been trialled in several cities including Ontario in Canada 
and Eindhoven & Rotterdam in the Netherlands.

When it comes to managing safety, information is often distri- 
buted across various locations, and this fragmentation can  
prohibit an efficient response. Closed systems and siloed opera-
tional models between departments often prevent transparency 
when transparency is needed most - during a crisis.

PS-CRIMSON brought together a variety of different companies 
and areas of expertise to develop a holistic safety management 
approach, that could exclude the siloes and allow for a more 
effective response:
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• � Cyclomedia for large-scale systematic visualizations of  
 environments, and 3D data

•  ViNotion for intelligent video analysis of crowds and traffic
•  �Sorama for high-resolution acoustic cameras that detect  

and analyse noise and vibrations
• � �Atos for applications and advisory services, particularly in  

the public safety domain
• � �The Eindhoven University of Technology for video and  

imagery-related research
•  �Esri Canada for enterprise geographic information systems,  

enabling multiple layers of information to be displayed on  
a single map or model

The PS-CRIMSON project concluded in March 2020, and 
its successful work was recognized by ITEA 4 (the Eureka 
R&D&I Cluster on software innovation) with the award for 
Excellence Exploitation and Unique Partnerships.  

The project PS-CRIMSON (Public Safety and Crisis  
Management Service Orchestration) is a clear example  
of how data can be applied. It used the rapidly evolving  
technology outlined in this guide and the collective  
research and expertise of various companies and academic 
parties to help cities manage safety more effectively.

https://www.eurekanetwork.org/
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Step 2: Deliver safety solutions 
based on data-driven insights
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With a highly detailed 3D model of your city, you can effectively use it before, during, 
and after an emergency. 

There are many different threats to your city, and just as many different solutions and 
preventative measures, if not more. This selection of common emergencies outlines 
some of the scenarios in which 3D modelling can be used to develop more effective 
safety solutions:

1) Flooding
Identifying which areas of your city are 
lower than others (and thus more prone 
to flooding) can help you put preventive 
measures in place, as well as prioritise 
activities during times of flooding. Which 
areas are lower and thus more at-risk? 
Which higher areas could be used for 
evacuation? A 3D model makes these 
questions much easier to answer.

2) Adverse weather
Depending on where your city’s location, 
you may be at high risk of severe rain, 
wind and /or frost. These weather  
conditions can cause massive damage 
and even loss of life if you are not 
properly prepared. Make sure you know 
where storm surges can occur before 
they do and know which areas of your 
city are more vulnerable than others. 

3) Natural disasters
No matter if it is an earthquake, a  
hurricane, or any of the other natural  
disasters that pose a threat to your city:  
the best way to mitigate the damage is  
to be prepared, respond quickly, and  
prioritise effectively. Do not get caught  
off-guard when a catastrophe hits, make 
sure you have a data-driven plan in place 
for the worst-case scenario.



4) Fire 
A 3D model of your city can help you 
identify locations where a fire, might 
strike (such as trees near power lines), but 
during a fire, it can come in just as handy. 
Before any assets (like fire trucks) arrive, 
situational awareness ensures firefighters 
already have an overview of the location. 
That way, they can determine how close 
the nearest fire hydrant is, among other 
essential information, and carry out their 
response faster - potentially saving lives.

5) Structural failures and collapses
Knowing which buildings in your city are  
derelict and at risk of potential collapse 
allows you to act before it is too late. 
Inspecting every building takes time and 
resources you might want to spend else-
where. With a 3D model, you can find out 
where repairs are needed before more 
extreme measures are needed. A stitch in 
time saves nine, after all.

6) Unruly crowds
You want your city to be a lively one 
where people can come together to share 
interests, knowledge, entertainment, and 
experiences. But the greater the crowd, 
the bigger the risk that something will 
go wrong. That is where data can help, 
for example by making it quicker and 
smoother to coordinate evacuations.
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7) Crime
Police departments can use a 3D model of the city to take the 
measurements of a target location during times of crisis. They 
can then station police officers, prepare raids, and map potential 
escape routes. Police officers can even use data and models for 
simulation training, preparing them for situations that might not 
occur as frequently as others.

8) Terrorism
By planning evacuation routes, you can save lives when every  
second counts. Situational awareness enables you to estimate 
the appropriate resources, access routes, and stations. And even 
before anything happens, you can identify potential targets and 
ensure they are properly secure.
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Step 3: Learn from past experiences 
to support better safety outcomes

How will 3D models and digital twin technology support better outcomes 
for cities in the future? 

Post-disaster evaluation ensures you will be better prepared when the next crisis or disaster 
occurs. And realistic training using imagery and data enables first responders to collaborate 
effectively, deploy faster, and know what to expect before they arrive on the scene.

In the future, we can expect new technological advancements that allow fully automated  
mapping of building models with exceptionally high levels of detail. 
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Ready to further understand how 3D modelling 
and data can help your city during a crisis?  
We are here to provide advice. 

Of course, there are even more exciting things waiting 
for us down the line. As long as there are cities, there 
will be threats and hazards. And so, everything we can 

do to innovate will help cities run more smoothly,  
and in many cases, help save lives. 

Cyclomedia Technology B.V.  
Van Voordenpark 1b, 5301 KP Zaltbommel

+31 (0)418 - 55 61 00
https://smartcities.Cyclomedia.com 

To discover how you can help your city with data  
and Cyclomedia, contact a representative 

at smartcity@cyclomedia.com

Start your FREE trial now

https://www.cyclomedia.com/uk/free-test-license
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with Cyclomedia

Follow us:

Cyclomedia captures data from the real world and transforms it into valuable insights, enabling you to
understand the complexities of the environment around you. 

Using the world’s most accurate 360°street-level visualizations, enhanced by innovative AI-powered analytics,
Cyclomedia delivers actionable insights. Insights that you can use today to build a better tomorrow.

www.cyclomedia.com
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https://www.linkedin.com/company/cyclomedia

